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SUMMARY 

 

South Africa has made great strides towards protecting critical information 

infrastructures (CIIs). For example, South Africa recognises the significance of 

safeguarding places or areas that are essential to the national security of South 

Africa or the economic and social well-being of South African citizens. For this reason 

South Africa has established mechanisms to assist in preserving the integrity and 

security of CIIs. The measures provide inter alia for the identification of CIIs; the 

registration of the full names, address and contact details of the CII administrators 

(the persons who manage CIIs); the identification of the location(s) of CIIs or their 

component parts; and the outlining of the general descriptions of information or 

data stored in CIIs. 

 

It is argued that the measures to protect CIIs in South Africa are inadequate. In 

particular, the measures rely on a one-size-fits-all approach to identify and classify 

CIIs. For this reason the South African measures are likely to lead to the adoption of 

a paradigm that considers every infrastructure, data or database, regardless of its 

significance or importance, to be key or critical.  
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